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Abstract—This paper introduces a new reversible data hiding
algorithm in the encryption domain. It integrates data hiding
into the image encryption process to achieve different level of
access right and security. Computer simulations and comparisons
demonstrate that the proposed algorithm can withstand the
differential attack and outperforms other existing methods in
terms of security and the message embedding capacity that is
52% larger than the state-of-the-art method in the best scenario.
The marked decrypted images of our proposed method show the
best visual quality according to the PSNR results.

Index Terms—Reversible data hiding, encryption domain,
differential attack.

I. INTRODUCTION

Data hiding is a branch of information security, it conceals
the secrete data in the digital media (i.e., digital images) and
send it to the receiver in an imperceptible way. Reversible
Data Hiding (RDH) is a type of data hiding techniques that
aim to fully recover the original content. It is useful at some
applications in military, medical science or law enforcement,
where the original content cannot to be damaged [1]-[5].
Nowadays, people show interests in hiding the secrete data in
encrypted images such that both the cover images and secrete
data can be protected.

The first method of Reversible Data Hiding in Encrypted
Images (RDHEI) was proposed by Zhang [6]. It encrypts the
original image by the XOR operation, separates the encrypted
image into several non-overlapping blocks with a size of
a X a, and embeds one bit secrete data to each block by
flipping 3 least significant bits (LSBs) of half pixels randomly
chosen from the block. The data extraction is based on spatial
correlations of the nature image. This RDHEI method may
suffer from the incorrect extraction of the secrete data from
the non-smoothness areas in nature images when block size is
relatively small (i.e., 8 x 8). Later, Hong et al. [7] improved
the data extraction accuracy by modifying the smoothness
evaluation function. It reduced 1.21% of the data extraction
error rate when the block size is 8. These two methods need
the information of the original image to extract the secrete
data. Therefore, they are not suitable for the scenario that the
owner of the original image and the hider of the secrete data
are different persons with different privileges.

In medical applications, we may want to protect the medical
images and patient private information (i.e., personal informa-
tion or medical record) individually. We may use the RDHEI
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methods to encrypt medical images while embedding the
patient private information into the encrypted medical images.
Therefore, the receivers with different privileges may extract
different contents without any error. Several separable RDHEI
methods were proposed in recent years [8]-[10]. Zhang et
al. proposed the separable RDHEI methods to compress the
encrypted images to accommodate secrete data and thus its
data extraction process can be separated [8], [9]. However,
these methods can only achieve small payloads and suffer from
error rate in the data extraction and image recovering [10]. To
overcome these problems, Ma et al. [10] proposed a method
by vacating rooms before image encryption using traditional
RDH methods. Zhang et al. [11] applied a histogram shifting
method on estimating errors to empty out room for data hiding.

Previous arts [6]—-[10] encrypt the original image by chang-
ing only their pixel values using the XOR operations while
keeping pixel positions unchanged. This may suffers from the
differential attack.

In this paper, we propose a novel RDH algorithm in the
encryption domain. It compresses the original image to reserve
space for data hiding, encrypts the image using a substitution
process, embeds the secrete data into the reserved space,
scrambles the entire image using a permutation process to
obtain the marked encrypted image. Compared with existing
RDHEI methods, the proposed algorithm has larger embedding
capacity. It is able to protect the original images and secrete
data with a high level of security, and to extract both of them
individually.

The rest of this paper is organized as follows: Section II will
briefly review two relevant techniques which will be used in
the new data hiding algorithm introduced in Section III. Some
implementation issues will be discussed in Section IV. Sec-
tion V will provide several simulation results and compare the
proposed algorithm with several existing methods. Section VI
will draw a conclusion.

II. BACKGROUND
In this section, the Secure Hash Algorithm [12] and the
Logistic-Sine System [13] are briefly reviewed as background.
A. Secure Hash Algorithm (SHA)

The Secure Hash Algorithm is a family of cryptographic
hash functions published by the National Institute of Standards
and Technology (NIST) [12]. They are sensitive to input
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Fig. 1. The structure of RDHED
values, one bit change within the input signals result in a as defined by
totally different output hash value. In this paper, we use it ’ b
to initiate LSS. 1= Z Iy 2 )
b=0

B. Logistic-Sine System (LSS)

Logistic-Sine System [13] is a one dimension chaotic sys-
tem defined by

Xnt1 = (vXn(1— X)) + (4 — y)sin(r X, /4)mod 1 (1)

where v € (0,4].
LSS has a wide chaotic range and good chaotic behaviors.
In this paper, we use it for image encryption.

III. PROPOSED ALGORITHM

In this section, we introduce the new reversible data hid-
ing algorithm in the encryption domain, called RDHED. Its
flowchart is shown in Fig. 1.

It is composed of three phases: reserving room, data embed-
ding and data extraction/image recovering. The content owner
first reserves rooms in the original image using the universal
data embedding method [14], substitutes the image according
to the encryption key. The data hider embeds the encrypted
secrete data into the substituted image with the data hiding
key. Finally a permutation process is utilized to generate the
marked encrypted image based on the sharing key received
from the content owner. Note that the encryption and data
hiding keys are private keys while the sharing key is a public
key shared by both the content owner and data hider. After
receiving the marked encrypted image, the receiver can extract
the secrete data, the original image, or both when the shared
key is being utilized with the data hiding key, the encryption
key, or both keys. Next, we discuss each phase in detail.

A. Reserving room

To obtain spaces for embedding the secrete data, reserving
room first decomposes the original image into 8 binary bit
planes, and utilizes 6 most significant bit (MSB) planes to
accommodate the pixels from the other 2 LSB planes. The
flowchart of reserving room is shown in Fig. 2.

Assume that the original image [ is with a size of M x N,
each pixel value of I is within the range of [0, 255], the
content owner decomposes the original image into 8 bit planes

where I, is the b** bit plane of image I.

For each of the 6 MSB planes, calculate the capacity
Cy (2<d<T),if Cq > 0, orderly embed Cy bits of the
LSB planes into the d** bit plane. For better illustration, here
we simply modify and demonstrate the process of the universal
data embedding method [14].

End
y 3

Yes
¥
Embed Cy LSBs into Iy

Tt

Fig. 2. Flowchart of reserving room

Bits in I; (2 < d < 7) are scanned in the in-
verse S order as shown in Fig. 3 to form a bit sequence
Aq = (arazag, ...,ap ). Separate Ay into A (Eqn. 3) non-
overlapping tuples with the length equal to 3 as defined by
Eqn. 4.

i
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Fig. 3. Bit scanning order
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M x N

A= 3 J 3)
D(Ay,3) = A3 = (T TuTs, ..., Ty) 4)

where o
T; = (ajajaz), (j € [1,7]) (5)

Note that there are ¢ (1 < ¢ < 8) unique tuples due to the
length of tuples equal to 3. Sort the ¢ tuples in a descending
order according to their frequency of occurrences. The sorted
tuples are defined by

ST = (ST\ST,STs, ..., ST}) (6)

where ST, € T; (1 < g < t,1 < j < A). STy and ST;
are the tuples with the most and least occurrence frequencies,
respectively. Mapping ST into the Golomb-Rice codewords
(GRC) which is defined by

GRC = (GRC1GRC3GRCs, ...,GRCY) @)
where
010 if k=1,
11 if k=2
GRCy, = {" =2, ®)
OWGERCy_ o ifk>3kmod?2=1,

0WGERC,_o ifk >3k mod?2=0.

and W is the string connection operation. From the definition,
each GRC is in the following form

(ger) = (0102, ...,0,17) )

where ¢ is the quotient part with length equals to z, in this
case, z < 4; c is the terminal bit with a constant value 1; and
r is the remainder part that belongs to {0, 1} .

Replace T;(1 < j < A) with GRC(1 < k < t) to generate
a new set of tuples denoted by M A, (Eqn. 10.) according to
the mapping function as shown in Eqn. 11

MAq = (T\T2Ts, .., Tx) (10)
where 7, € GRC (1 <p < \).
GRCy = f(T;) (if T; = ST,) (1)

where f(-) is the multiple-to-one mapping function that maps
T;(1<j<A)into GRCy(1 < g < t).

Trim each tuple 7, into two parts, 7Q and R, by the
following equations
12)

(13)

TQ=qG®qeq 0
R =rirars---ry)
where ¢; and 7;(1 < i < ) denote the quotient and remainder

parts of each tuple of M A, respectively; and g; is the logic
inverse of g;.

Construct augmented payload P by

P = (pipaps, ..., p2n) = (TQWST W Prgps) (14)

where Prsps denotes the bits that are orderly scanned from
the 2 LSB planes.

The capacity Cy is the bit length of Prsps, which is
calculated by

Cqg=2\—Lyg — 3t bits (15)

where Lo is the length of 7 Q. If Cy < 0, repeat previous
processes by setting d to d+1 (d < 7); otherwise, replace A3
by RA; with Cy bits (Prsps) embedded using Eqn. 16.

RA3 = {RT\RTy RT3, ..., RT\} (16)
where
RT; = (Pjrj), (1<j<A) (17
D(Py4,2) = P = (P Py, ..., P)) (18)
Py =(plpl), (1<j<N) (19)

r; is the ' bit in R and P; denotes 2 non-overlapping bits
segmented from P.

Convert RA3 into a bit sequence and reshape it with the
size of M x N to obtain a new bit plane R, instead of I,
that with C; LSBs embedded.

The final image with C' bits of LSBs vacated is generated
and denoted by RI, where C' is calculated by

7
C=> Cq (if Cq>0) (20)
d=2

B. Data hiding in encryption domain

Having the reserved room, we can embed the secrete data
by encrypting RI. Firstly, a substituted image S is generated
by

ST by = Rl © SMg ), (0<b<T) (21

where @ is the bit XOR operation; an M x N matrix SM
with the data range of [0, 255] is generated by LSS. The LSS
initial value X and parameter y are defined by the encryption
key, which is generated from SHA.

After substitution, the bit plane index (B PI) with capacity
larger than 0 and the number of LSBs (N B) embedded in each
BPI plane are embedded in the last LP bits of the reserved
area. L P is the bit length for accommodating BPI and N B.
They will be used for the image recovering process.

Finally, we embed the size information C,,, of the secrete
data in the first NP LSBs to tell the data hider the length of
LSBs can be modified. The C,, is calculated by

C,=C—LP—NP (22)

where

NP = |log2(2MN) | (23)

Once the data hider gets the substituted image SI and C,,
extracted from the first VP LSBs, he/she can add secrete data
m to the image using the LSB replacement without knowing
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the image contents. In order to achieve a higher level of
security, the data hider encrypt secrete data before embedding
using a data hiding key.

After embedding the secrete data, the data hider uses a
scrambling method with the sharing key to permutate the
image to generate the final marked encrypted image, denoted
as Ig. The sharing key is received from content owner. Note
that this step does not rely on any specific permutation method.

C. Data extraction and image recovering

Suppose the receiver has obtained [, he/she can extract
the original image or/and secrete data using different security
keys. The data extraction and image recovering are the reverse
procedures of the embedding and encryption processes. Here,
we briefly demonstrate the extraction/decryption processes.

1) Extract the secrete data: Using the sharing and data
hiding keys, the receiver can extract the secrete data without
knowing the original image content. Firstly, he applies the
inverse permutation on Iy using the sharing key, extracts the
encrypted secrete data from two LSB planes with NP and
Cn, and recovers the secrete data using the data hiding key.

2) Extract the original image: If the receiver has both the
encryption and sharing keys, he/she may extract two types of
images: the marked decrypted image, which is similar like the
original image with secrete data embedded, and the decrypted
image, which is exactly the same as the original image.

For the marked decrypted image, the extraction process are
following the steps:

o Step 1. Apply the inverse permutation to /g using the
sharing key and extract the parameter C),, from the first
NP LSBs.

o Step 2. Apply the inverse substitution to the image
except for the C,, + NP LSBs to generate image [ '
using the encryption key.

o Step 3. For a bit plane I:i (the initial value of d is 2)
with capacity Cy > 0, convert it into a bit sequence RA;i
and sparse it using Eqn. 4. For each of the 3 bit tuples,
obtain the first 2 bits to form a bit sequence P', and the
remainder part denotes by R’. With the knowledge of
N B, extract the trimmed quotient part TQ/, sorted tuples
ST and the secrete data P} 4. from P'. Reconstruct the
bit sequence A:i according to R/, TQ/, S’T/ and GRC.
Reshape A:l to form the decrypted bit plane I:i.

o Step 4. Add d by 1. If 2 < d < 6, repeat Step 3 until
all 6 MSB planes are recovered.

In order to obtain the decrypted image, after the previous
steps, extract all P gy, from 6 MSB planes and put them
back to the original LSB positions.

IV. IMPLEMENTATION ISSUES

In this section, we discuss some implementation issues of
the proposed algorithm.

A. Left bits

In Eqn. 4, we separate the bit sequence into A parts with the
bit length equal to 3. If (M x N)mod 3 > 0, there will be 1
or 2 bits left. In this case, only previous 3\ bits are processed
and the left bits are added to the end of the bit sequence to
reconstruct the bit plane RI,;. The same processes required for
the image recovering phase.

B. Choice of the number of LSB planes

When the original image is an all-black or all-white image,
it reaches the maximum capacity C.

C=6(|(MN)/3] —3)—LP— NP
<2MN —18—LP — NP

Therefore, 2 LSB planes are enough to embed into 6 MSB
planes for reserving room.

(24)

V. SIMULATIONS AND COMPARISONS

In this section, we present several simulation results and
comparisons with several existing methods.

A. Histogram analysis

Fig. 4 shows the simulation results of the proposed algorith-
m. The original image is the grayscale Lena image (Fig. 4(a))
with a size of 512 x 512. The marked encrypted image is
embedded with secrete data with a embedding rate of 0.7 bpp
(bit per pixel). From the results, the marked encrypted image
has a uniform histogram distribution (Fig. 4(b)). This ensures
the hackers’ difficulty to extract any useful information. The
original image can be perfectly recovered without any error
as can be seen in Fig. 4(d). There is no visual difference
among the original, marked decrypted and decrypted images
(Figs. 4(a), (c) and (d)).

B. Differential analysis

Fig. 5 demonstrates the differential analysis of the proposed
algorithm. Figs. 5(a) and (b) are two Lena images with one bit
difference as shown in Fig. 5(c). The pixel value at position
(5, 5) is 165 in Fig. 5(a) while 164 in Fig. 5(b). Encrypting
these two images with the same secrete data (the embedding
rate is 0.701 bpp) and the security keys generates the marked
encrypted images as shown in Figs. 5(d) and (e). Fig. 5(f)
shows the difference between Figs. 5(d) and (e). The results
indicate that even one bit difference in the original image will
result in a totally different marked encrypted images. This
is because the SHA and LSS in the proposed algorithm are
sensitive to the change of the original image.

Two measures are utilized to quantitatively evaluate the
impact of two marked encrypted images with tiny changes in
the original image. They are the number of pixel change rate
(NPCR) and the unified average changing intensity (UACI) as
defined by Eqn. 25 and Eqn. 27.

M N .o
E:i:1§:j:11)@a1)
M x N

NPCR = x 100% (25)
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Histogram analysis of the original Lena image and its marked encrypted and decrypted images. (a) The original image and its histogram; (b) the

marked encrypted image and its histogram; (c) the marked decrypted image (embedding rate 0.7 bpp) and its histogram; (d) the decrypted image and its

histogram.

where

: 1 _ 72
D(i,j):{o if (1L = 12) 6)

1 if (1L # 12) .

L [§ey -1

i=1 j=1

where I} and IZ are two marked encrypted images.

@ ' © ®)

Fig. 5. Differential analysis. (a) The original image I'; (b) the original image
12, which is obtained from (a) with one bit difference; (c) the difference
between (a) and (b), |1 L 2|; (d) the marked encrypted image I é of (a);
(e) the marked encrypted image [ % of (b); () the difference between (d) and
(. |15 — IZ].

The NPCR and UACI results obtained from two marked
encrypted images in Fig. 5 are 99.344% and 33.544%, which
are extremely close to the expected NPCR and UACI val-

ues (99.609% and 33.464%) proved in [15]. Therefore, our
proposed algorithm has good diffusion properties and can
withstand the differential attack.

C. Embedding capacity comparison

We compared the embedding capacity of our proposed
algorithm with several existing methods in 5 standard images
(512 x 512). The results are shown in Table 1. For methods
in [6] and [7], we use the block size of 8 x 8 to do the
simulations, the pure capacity is calculated by Cap(1— H (p))
rather than C'ap, where the H(p) indicates the binary entropy
function with error rate p. From the results, the capacity of
these two methods are relatively small because one block is
utilized to accommodates only 1 bit secrete data. Methods
in [8] and [9] moderately improved the embedding capacity
by compressing the encrypted image for embedding the secrete
data and we list the capacities under the case of fully recover-
ing the original images. For Ma’s method in [10], we use the
modified RDH method in [16] for experiments. The proposed
algorithm achieves the maximum embedding capacity among
these methods in most of the cases. Its embedding capacity is
52% larger than the best result of these existing methods in
the best scenario.

TABLE I
CAPACITY (.DPP) COMPARISON OF DIFFERENT METHODS.

Capacity Lena Man Peppers Barbara Copter

RDHED 0.701 1.105 0.810 1.392 1.455
Zhang’s [6]  0.013 0.014 0.013 0.004 0.061
Hong’s [7]  0.014 0.015 0.015 0.010 0.062
Zhang’s [8]  0.033 0.025 0.032 0.027 0.035
Zhang’s [9]  0.101 0.076 0.116 0.091 0.132
Ma’s [10] 0.996 0.975 0.636 0915 0.998
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D. PSNR comparisons

We use peak signal to noise ratio (PSNR) to compare the
quality of the marked decrypted image by different methods.
The PSNR is defined by

PSNR =10 xlo 2557 (28)
= g10 MSE
where
1 M N
_ ! 2
MSE =3 ;;(Iﬁ,j) — I ) (29)

I(; ) is the original image and [ /i,' is the marked decrypted
version of I(; ;. Fig. 6 plots the PSNR results of the marked
decrypted Lena image under different embedding rates. The
results demonstrate that our proposed algorithm has the highest
PSNR result under all embedding rates. This is because the
proposed algorithm embeds the additional data only in the
LSBs of the original image while other methods use the higher
bit planes for secrete data embedding.

75 T T T T

: : : —+—Proposed
& Zhang[6] |
v Hong[7]
—&—Zhang[g] |
——Zhang[$]
—e—Ma[10] ||

PShIF dB)

0.2 03 04 05
Embedding Rate(bpp)

(a)

Fig. 6. PSNR comparisons with different methods of Lena image.

VI. CONCLUSION

In this work, we proposed a new reversible data hiding
algorithm in the encryption domain. It integrates data em-
bedding into the image encryption process. Both the original
image and secrete data are protected. The image recovering
and data extraction can be accomplished individually by using
different security keys. Experimental results and comparisons
have demonstrated that our proposed algorithm effectively
improves the state-of-the-art methods in embedding capacity
and PSNR.
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